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RF-based device-free activity recognition
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RF-based activity recognition

Sensewaves Video
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Active SDR-based DFAR (USRP1)

Frequency: ~ 900MHz (RFX900 board), Vert900 Antenna), 4dBi antenna gain
Signal: Sine signal, continuously modulated onto the carrier

Sample rate: 80 Hz

Passive SDR-based DFAR (USRP N210)

Frequency: 82.5MHz (WBX board), Vert900 Antenna, 4dBi antenna gain
Signal: Environmental FM radio captured from a nearby radio station
Sample rate:  64Hz

Active RSSI-based DFAR (INGA wsn nodes, v1.4)
Frequency: 2.4GHz IEEE802.15.4, PCB High Gain-Antenna
Signal: RSSI samples from packets transmitted between nodes

Active Passive Sample rate:  Transmission of 100 packets per second
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RF-based device-free activity recognition

RSSI—based

Continuous signal
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(a) Classification accuracy for
accelerometer-based  activity
recognition by a k-NN
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(b) Classification accuracy for
active SDR-based DFAR by a k-
NN algorithm

(c) Classification accuracy for
active RSSI-based DFAR by a
k-NN algorithm
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(d) Classification accuracy for
passive SDR-based DFAR by a
k-NN algorithm




Features

Assume that | W, | samples s: are taken on the signal strenth of an incoming signal for a window ,

; ot
Lees sl

Mean signal strength
The mean signal strength over a window of
measurements represents static characteristic
changes in the received signal strength.

It provides means to distinguish a standing
person as well as her approximate location.

Zoew, si

Mean(,) = =
2

Mean difference between subsequent maxima

When the maximum peaks within a sample window are of similar magnitude, this indicates low
activity in an environment or static activities. The opposite might be found with dynamic activities

Winax(We) = {si | 8 € Wiy si-1 < si Asi > siv1}

i<j
Fspowini <k <j

Variance of the signal's strength

The variance of the signal strength represents
the volatility of the received signal.

It can provide some estimation on changes in
a receiver's proximity such as movement of
individuals

b (s — Mean(W;))?
)Y — | ZzsiEw, i
Var(W,) V A

Count of zero crossings
The count of zero crossings over a sample
interval is a measure of the fluctuation in a
received signal's strength.

It can be leveraged in order to estimate the
count of individuals or movement in proximity
of a receiver.
[0 ifsgn(si—y) = sgn(s;)
g(si) = { 1 else

ZeroCross(W,) = Z g(si)

SIEW,

Signal peaks within 10% of a maximum
Reflections at nearby or remote objects impact
the signal strength at a receive antenna. When
all peaks are of the similar magnitude, this is
an indication that movement is farther away.

This feature can indicate near-far relations and
activity of individuals.
1 if s; > mas
hs:) ’{ 0 else
maxg.9(W,) = Z h(si)

SEW,

w) 09
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Mean difference between subsequent maxima

When the maximum peaks within a sample window are of similar magnitude, this indicates low
activity in an environment or static activities. The opposite might be found with dynamic activities

Wanax(Wh) = {si | si € Wi, sio1 < siAsi > sipa}

a(W,) = >

V50,55€ Winax (We);

55
Wanax(We) |

i<j;
Fspowini <k <j

Variance of the signal's strength

The variance of the signal strength represents
the volatility of the received signal.

It can provide some estimation on changes in
a receiver's proximity such as movement of
individuals

Signal peaks within 10% of a maximum
Reflections at nearby or remote objects impact
the signal strength at a receive antenna. When
all peaks are of the similar magnitude, this is
an indication that movement is farther away.

Count of zero crossings

The count of zero crossings over a sample
interval is a measure of the fluctuation in a
received signal's strength.

It can be leveraged in order to estimate the
count of individuals or movement in proximity

of a receiver.
0 ifsgn(si—1) = sgn(s;) 1
g(s:) = { 1 else h(si) = { 0 else
ZeroCross(W)) = Z g(si) maxo.o(We) = Z hs:)

SIEW, 5EW,

This feature can indicate near-far relations and
activity of individuals.
if 8; > may

wy) - 0.9




Features

Assume that | W, | samples s: are taken %the signal strenth of an incoming signal for a window W,
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Variance of the signal's strength

The variance of the signal strength represents
the volatility of the received signal.

It can provide some estimation on changes in
a receiver's proximity such as movement of
individuals
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Count of zero crossings
The count of zero crossings over a sample
interval is a measure of the fluctuation in a
received signal's strength.

It can be leveraged in order to estimate the
count of individuals or movement in proximity
of a receiver.

o(s0) = { 11» if sgn(si-1) = sgn(si)

else
> als)

SIEW,

ZeroCross(W,) =

Signal peaks within 10% of a maximum
Reflections at nearby or remote objects impact
the signal strength at a receive antenna. When
all peaks are of the similar magnitude, this is
an indication that movement is farther away.

This feature can indicate near-far relations and
activity of individuals.
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Features

Assume that | W, | samples s: are taken on the sianal strenth of an incomina sianal for a window w. — « ot

va Pn " ignal's strength Count of zero crossings Signal peaks within 10% of a maximum
The variance oﬁhﬁﬁ ngth represents The count of zero crossings over a sample Reflections at nearby or remote objects impact

the volatility of the received signal. interval is a measure of the fluctuation in a the signal strength at a receive antenna. When

received signal's strength. all peaks are of the similar magnitude, this is

or an indication that movement is farther away.

s rh i It can be leveraged in order to estimate the
count of individuals or movement in proximity This feature can indicate near-far relations and
of a receiver. activity of individuals.
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Features

Assume that | W, | samples s: are taken on the sianal strenth of an incomina sianal for a window w.

=
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The count of zero crossings overa sample

S QeSS

Signal peaks within 10% of a maximum
Reflections at nearby or remote objects impact
the signal strength at a receive antenna. When
all peaks are of the similar magnitude, this is
an indication that movement is farther away.

This feature can indicate near-far relations and
activity of individuals.

,,M:{ 1 if s > may

wi) 09

0 else

maxg.9(W,) = Z h(si)
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Assume that | W, | samples
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Recognition of multiple activities simultaneously
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Constellation of receive devices
1,2 1,3 1,4 2,3 1,2,3 1,2,4 1,2,3,4

CA .697 .749 726 .730 787 .754 .838
IS 1.49 1.64 1.57 1.57 1.7 1.65 1.86
Brier 421 .355 .388 .390 318 .343 .229
AUC .930 .946 .939 .928 .958 .960 .980

Table 5: Overall performance of the k-NN classifier
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Monitoring attention from RF
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Monitoring attention from RF

Recognition accuracy

Recognition accuracy
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Situation and gestures from passive RSSI-based DFAR
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Situation and gestures from passive RSSI-based DFAR

Accuracy achieved over various Scenarios

Mean Precision

= Mean Recall

(@) Activities conduct %, 3 gesture
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.373886)12437 MHz (0xD0BCE -82dB signal Jcknowledgment RA:6c:9c:ed:ed:c0:d5 (oul Unknown)
. 4020842437 MHz (0xBO8I -92d8 signal Qrobe Response {wlan-16) [11.8* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] CH: 1, PRIVACY
.43595902437 MHz (0x008R -92dB signal feacon (wlan-15) [11.8* 12.8 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
4376072437 MHz (0x0O8I -91dB signal §eacon (MOBILE-EAPSIM) [11.9* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
4502112437 MHz (0xDO8 -92dB signal feacon {(wlan-13) [11.8* 12.8 18.0 24.@ 35 0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
4644322437 MHz (0x008C -77dB signal Qeacon (flocklab) [1.8 2.8 5.5 11.0 6.0* 12.0 18.0 Mbit] ESS C| PRIVACY
49305712437 MHz (0x008c -91dB signal feacon (wlan-11) [11.8* 12.8 18.0 24.0 36 "J 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
.50389142437 MHz (Ox008Cp -91dB signal §eacon (MOBILE-EAPSIM) [11.0* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
50541742437 MHz (0xDO8( -98dB signal feacon (wlan-16) [11.0% 12.8 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
.517532[2437 MHz (0x000cR -92dB signal feacon (wlan-13) [11.0* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
56642142437 MHz (0x008 -98dB signal feacon (wlan-15) [11.8* 12.8 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
56700142437 MHz (0x008C -78dB signal Qeacon (flocklab) [1.8 2.8 5.5 11.6 6.0* 9.0 12.0 18.0 Mbit] ESS CH: 1, PRIVACY
5744172437 MHz (0x008f -92dB signal J§F Ack/Poll+QoS Data IV:d262c3 Pad 27 KeyID 0

How to obtain this data on a phone?

root access
e Firmware does not support such access




Measure signal strength on a phone

bemon.blogspot.de

Monitor mode for Broadcom WiFi Chipsets

Blog Archive
Monitor Mode Reloaded

m pilation....
o use solution that won't require kermel

n try to install on Ir R ITED** device.
pported chipset, but we won't know until you try it 1)

Currently tested

* GS 1- Cyanogen 7
About Us

e - Cyanogen 7

yanogen 9

/e are currently working on GS3&4 support (which have a di 0 et), we will
release it “when it's done’
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Measure signal strength on a phone
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2.

N vnm

) [11.8* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] CH: 1, PRIVACY

© 18.0 24.0 36.0 48.8 54.0 Mbit] ESS CH: 1, PRIVACY
©* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
©18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY

2.0 5.5 11.0 6.6* 9.0 12.6 18.0 Mbit] ESS CH: 1, PRIVACY

.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
.8* 12.0 18.0 24 .0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY

12.6 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
12.6 18.0 24.0 36.0 48,0 54.0 Mbit] ESS CH: 1, PRIVACY
295511[?6 8* 9.0 12.0 18.0 Mbit] ESS CH: 1, PRIVACY
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Measure signal strength on a phone
P D —
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Measure signal strength on a phone

Capturing

T — — — — — —

ost processing

I IProcessmg

(raw data )

(multidimensional )

A orange data

mining toolkit

grouped by sender data pOI ntS I I ‘tab
Sender Data Point I video analysis
- timespan pic B
Sample - feature 1 I Kle V|deo
- feature 2, ...
p | ~
\-/' T I | matplotlib
- windowing - raw data still access- I .pdf interactive I
- feature calculation ible for visualisation l .png p|0t
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@ http://www.stephansigg.de/DeviceFree/pcapTools.tar.gz



Sampled RSSI over time

RSSI samples over time
T T

-87 o o 4

-8¢ oo o 4

RSS! [dBm]

95 I I I I I I I I I
81.4 81.6 81.8 82 82.2 82.4 82.6 82.8 83 83.2 83.4
Time [seconds]

@ Only use simple time-domain features

@ Pre-processing?

14 /22
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Which sample rate can we expect?
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Group DFAR Conclusion

Modelling CSI vectors via multivariate gaussian distribution

(a) Corridor /,vl L. (b) Laboratory office (c) Conference room L] (d) Domestic home
1.8m x 12m; Fm Y 8.5m x 8m; 9m x 14m; E\ /; 116m x 7.2m;
No equipment or obstructions _J 4\— Furnished with multiple The environment . b Cluttered space with e.q.

/n Y computer desks and contains tables, chairs, tables, chairs, television. | .

chairs. projector, etc. Dominant non-LoS. hY |
v L - propagation.

4 Transmitters and 3 receivers Il “, Transmitter and receiver \ 4 Transmitters and 3 1 m | 4Tansmitters and 3
are placed on podiums at a 1— are placed on desks with receivers are placed on | Ve recelver in the living room|
height of 1.2m from the i . an approximate height ~——————————stands at the walls in a 3 ‘ are placed on stands in a
floor. s “ of 0.8m from the floor. height of 1.2m above height of 1.2m from the

el (= the floor. floor. M Acess point i Laptop

We model the amplitude of every CSI reading at location 'y’ to
approximately follow a multivariate Gaussian Distribution.
Location is then predicted via the maximum likelihood estimate.




Modelling CSI vectors via multivariate gaussian distribution
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We model the amplitude of every CSI reading at location 'y’ to
approximately follow a multivariate Gaussian Distribution.
Location is then predicted via the maximum likelihood estimate.

Nuzzer: Seifeldin, Saeed, Kosba, El-keyi, Youssef. Nuzzer: A large-scale device-free
passive localization system for wireless environments. IEEE Transactions on Mobile
Computing, 2013.
Pilot: Xiao, Wu, Yi, Wang, Ni. Pilot: Passive device-free indoor localization using
channel state information. ICDCS, 2013.

PC-DfP: Xu, Firner, Zhang, Howard, Li, Lin. Improving rf- based device-free passive

localization in cluttered indoor environments through probabilistic classification
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Emotion recognition from RF
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Emotion recognition from RF
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Conclusion

Thank you!

Stephan Sigg
stephan.sigg@aalto.fi
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