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Secure spontaneous authentication from ambient audio
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Motivation
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Motivation

SECVRE
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Motivation

PIN
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Motivation
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Motivation
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Motivation

Y

We will use audio as a source of common information in proximity

Stephan Sigg Implicit Fuzzy pairing for ad-hoc usable security
€




Group Ad-hoc secure pairing On-body ad-hoc device pairing Conclusion

Motivation

Trust and proximity

We will use audio as a source of common information in proximity
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Security from environmental stimuli

Shake well before use?

@ Accelerometer data

@ Secure key by iterative exchange of hashed
key-sub-sequences

RF-based ad-hoc secure device pairing?

e - @ Utilise error correcting codes

@ Public RF-source
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing

I

it/ r [ bt




Group Ad-hoc secure pairing On-body ad-hoc device pairing Conclusion

Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing

M :
i )
[ ]
ﬁl a
| Ml

16 / 33
Stephan Sigg

Implicit Fuzzy pairing for ad-hoc usable security




Group Ad-hoc secure pairing On-body ad-hoc device pairing Conclusion

Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing




Group Ad-hoc secure pairing On-body ad-hoc device pairing Conclusion

Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Security from environmental stimuli

Audio-based ad-hoc secure pairing?

@ Audio as common context source

@ Fuzzy cryptography

establish a common secret

3 Position of person talking
during fingerprint creation

R audio source (FMradio) | 17 / 33
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Ad-hoc secure pairing

Security from environmental stimuli

Hamming distance in created fingerprints Percentage of tests in one test run
(Ioud audio source in 1.5m and 3m) that passed at >5% for Kuiper KS p-values
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during fingerprint creation
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Ad-hoc secure pairing

Security from environmental stimuli

_m-

5 aStephan Sigg, et al., AdhocPairing: Spontaneous audio-based secure device pairing for Android mobile
B8 devices, IWSSI 2012

Connected Devices

i

@ Hardware noise cancellation on some phones

@ Hardware originated synchronisation offset

Nexu § (Davie b) '




Group Ad-hoc secure pairing On-body ad-hoc device pairing Conclusion

Security from environmental stimuli

How to synchronise audio without disclosing information?
No data shall be transmitted among devices

Hardware-originated synchronisation offset

@ Approximate pattern

matching with arbitrary MM W

common sequence a

?T. F. Smith and M. S. Waterman. Identification
of common molecular subsequences. Journal of
molecular biology, 147(1):1953197, Mar. 1981




Security from environmental stimuli

Hardware-originated synchronisation offset

2 ‘Similarity of fingerprints from Nexus S and Nexus One devices Time difference achieved for synchronised audio recordings

® 00 7 * Receiver (Nexus One) generates 3 fingerprints.

2% % g 0.25 ° © Receiver (Nexus S) generates 3 fingerprints.

o8- % B % 18 * ->Receiver (Nexus One) generates 10 fingerprints..

% o F % E % % & % 0.2- -&Receiver (Nexus S) generates 10 fingerprints. | |
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@ Synchronisation in the order of 3ms possible

e No additional data transmitted among devices!® 2

1N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Pattern-based Alignment of Audio Data for Ad-hoc Pairing, ISWC,
2012

2N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Using ambient audio in secure mobile phone communication,
PerCom, 2012
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Unobtrusive Ad-Hoc Pairing
for Body Area Networks
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15 Subjects
* 8 Actions

* 7 Sensor-
positions

6 Sensors

Sztyler et al.:On-body Localization of
Wearable Devices [...]
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Conclusion

Osaka University
(OU-ISIR Gait database)

- 460 participants aged between 8 and 78
- gender ratio almost 50:50

- max. 8 gait cycles

- Sensorpositions: Waist right, left, back

- 3D-Accelerometer and Gyroskope (100Hz)

URL: http://www.am.sanken.osaka-u.ac.jp/BiometricDB/SimilarActionsinertialDB. htm’

M Sensor Setup

z Left
MUz
Y

Stairs
h smpe/
B ‘} ground,
X N
Center
/ back 2
IMUZ battery IMUZ

(a) Uncovered 3 IMUZ sensors on a belt (b) IMUZ (c) Sensor attachment

(d) Subject wearing a belt in the scene

Thanh Trung Ngo, Yasushi Makihara, Hajime Nagahara, Yasuhiro Mukaigawa, Yasushi Yagi,
“Similar gait action recognition using an inertial sensor,” Pattern Recognition Vol.48 (4), pp. 1289-1301, 2015




(On—body ad-hoc device pairing)

Dartmouth

= 7 Subjects

- 5 Accelerometers - no Gyroscopes

- 13 hours at 255Hz

- waist, left wrist, right wrist, left ankle, right ankle

http://www.cs. dartmouth.edu/~dfk/papers/cornelius-same-body. pdf
Waist

IO N V| NSV Y ANV NG PN

Right hand

Left hand ——

NN AN AN AN AN

Right leg

A A A M A M

Left leg

b AN A AN

Cory Cornelius and David Kotz. 2011. Recognizing whether sensors are on the same body.
In Proceedings of the 9th international conference on Pervasive computing (Pervasive'll),

Kent Lyons, Jeffrey Hightower, and Elaine M. Huang (Eds.).
Springer-Verlag, Berlin, Heidelberg, 332-349.
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Audio Fingerprinting (Haitsma & Kalker, ISMIR 2002)

1 1000

diff

Haitsma, Kalker: A highly robust audio fingerprinting system. ISMIR. 2002. 26/33
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Audio Landmarks (Wang, ISMIR 2003)

Time-domain

Generate Identical keys from similar fingerprints
(Fuzzy cryptography)

possible codewords €

possible messages X

K

R [N P o
A J\\u{\,’\«ﬂ‘p\f,[‘"““lv‘“h’f\/“ﬂvhl/\ﬂ
(A

-9 Decoding
—» Enceding

1%

1060 2060 3000 000

Similar fingerprint from
characteristic Landmarks

Energy in Frequency-domain over time

Wang: An Industrial Strength Audio Search Algorithm. ISMIR. 2003.

Conclusion
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Gait recognition (Hoang & Choi & Nguyen, 1JIS 2015)
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Hoang, Choi, Nguyen: Gait authentication on mobile phone using biometric cryptosystem and fuzzy commitment
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Results
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Results

G-Units

G-Units

G-Units
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Results

Left - Normalized Gaits with Mean Gait Overlay - Y-Axis
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Conclusion

Thank you!

Stephan Sigg
stephan.sigg@aalto.fi



