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Security from environmental stimuli

Shake well before usea

a
R. Mayrhofer et al., Shake well before use: Authentication based on Accelerometer data, Pervasive 2007

Accelerometer data

Secure key by iterative exchange of hashed
key-sub-sequences

RF-based ad-hoc secure device pairinga

a
S. Mathur et al., ProxiMate: proximity-based secure pairing using ambient wireless signals, MobiSys 2011

Utilise error correcting codes

Public RF-source
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Security from environmental stimuli

Audio-based ad-hoc secure pairinga

a
S. Sigg et al., Secure Communication based on Ambient Audio, IEEE Transactions on Mobile Computing, vol.

12, no. 2, 2013

Audio as common context source

Fuzzy cryptography
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Security from environmental stimuli

Clap Music Snap Speak Whistle
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Security from environmental stimuli

Real-time implementation on android mobile phonesa

a
Stephan Sigg, et al., AdhocPairing: Spontaneous audio-based secure device pairing for Android mobile

devices, IWSSI 2012

Hardware noise cancellation on some phones

Hardware originated synchronisation offset
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Security from environmental stimuli

How to synchronise audio without disclosing information?

No data shall be transmitted among devices

Hardware-originated synchronisation offset

Approximate pattern
matching with arbitrary
common sequence a

a
T. F. Smith and M. S. Waterman. Identification

of common molecular subsequences. Journal of
molecular biology, 147(1):195â197, Mar. 1981
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Security from environmental stimuli

Hardware-originated synchronisation offset

Synchronisation in the order of 3ms possible

No additional data transmitted among devices1 2

1
N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Pattern-based Alignment of Audio Data for Ad-hoc Pairing, ISWC,

2012
2

N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Using ambient audio in secure mobile phone communication,
PerCom, 2012
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Audio Fingerprinting (Haitsma & Kalker, ISMIR 2002)

Haitsma, Kalker: A highly robust audio fingerprinting system. ISMIR. 2002. 26 / 33
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Audio Landmarks (Wang, ISMIR 2003)

Wang: An Industrial Strength Audio Search Algorithm. ISMIR. 2003. 27 / 33
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Gait recognition (Hoang & Choi & Nguyen, IJIS 2015)

Hoang, Choi, Nguyen: Gait authentication on mobile phone using biometric cryptosystem and fuzzy commitment

scheme. International Journal of Information Security (2015).
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Thank you!

Stephan Sigg
stephan.sigg@aalto.fi
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