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Project:

Secure authentication from an Egocentric Camera
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Secure authentication from Egocentric camera
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PassFrame video

Device-authentication from egocentric videos
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Try and break it:
http://ambientintelligence.aalto.fi/passframe/
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Overview (Frame selection and challenge generation)
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Segmentation clustering
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Secure authentication from Egocentric camera
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Alternative Autentication schemes
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Performance of subjects
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Issues

Similar images

Robustness against an active attacker
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Spontaneous audio-based device pairing

16 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Spontaneous audio-based device pairing

16 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Spontaneous audio-based device pairing

16 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Spontaneous audio-based device pairing

17 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Spontaneous audio-based device pairing

17 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Spontaneous audio-based device pairing

17 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Secure pairing from noisy data

possible messages X

possible codewords C

x c ′

Decoding

Encoding

c
C
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Security from environmental stimuli

Audio-based ad-hoc secure pairinga

a
S. Sigg et al., Secure Communication based on Ambient Audio, IEEE Transactions on Mobile Computing, vol.

12, no. 2, 2013

Audio as common context source

Fuzzy cryptography
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Security from environmental stimuli
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Security from environmental stimuli

Real-time implementation on android mobile phonesa

a
Stephan Sigg, et al., AdhocPairing: Spontaneous audio-based secure device pairing for Android mobile

devices, IWSSI 2012

Hardware noise cancellation on some phones

Hardware originated synchronisation offset

21 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Security from environmental stimuli

How to synchronise audio without disclosing information?

No data shall be transmitted among devices

Hardware-originated synchronisation offset

Approximate pattern
matching with arbitrary
common sequence a

a
T. F. Smith and M. S. Waterman. Identification

of common molecular subsequences. Journal of
molecular biology, 147(1):195â197, Mar. 1981
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Security from environmental stimuli

Hardware-originated synchronisation offset

Synchronisation in the order of 3ms possible

No additional data transmitted among devices1 2

1
N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Pattern-based Alignment of Audio Data for Ad-hoc Pairing, ISWC,

2012
2

N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Using ambient audio in secure mobile phone communication,
PerCom, 2012

23 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

24 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

25 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

26 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

27 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Audio Fingerprinting (Haitsma & Kalker, ISMIR 2002)

Haitsma, Kalker: A highly robust audio fingerprinting system. ISMIR. 2002. 28 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Audio Landmarks (Wang, ISMIR 2003)

Wang: An Industrial Strength Audio Search Algorithm. ISMIR. 2003. 29 / 47
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Gait recognition (Hoang & Choi & Nguyen, IJIS 2015)

Hoang, Choi, Nguyen: Gait authentication on mobile phone using biometric cryptosystem and fuzzy commitment

scheme. International Journal of Information Security (2015).
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Results

32 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Results

33 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Results

34 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Project:

RF-based device-free activity recognition
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RF-based device-free activity recognition

Lying emptyStanding CrawlingWalking
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Recognition of multiple activities simultaneously

standing
walking
crawling

lying
empty

5x5=25

37 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

38 / 47

Stephan Sigg Usable security from ecocentric videos, implicit Fuzzy pairing and Device-free activity recognition



Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Monitoring attention from RF
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Situation and gestures from passive RSSI-based DFAR

10cm 10cm
Towards Away Hold over Open/close Take up

Swipe
bottom

Swipe
top

Swipe
left

Swipe
right

Wipe No
gesture
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Modelling CSI vectors via multivariate gaussian distribution

We model the amplitude of every CSI reading at location ’y’ to
approximately follow a multivariate Gaussian Distribution.
Location is then predicted via the maximum likelihood estimate.
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Modelling CSI vectors via multivariate gaussian distribution

We model the amplitude of every CSI reading at location ’y’ to
approximately follow a multivariate Gaussian Distribution.
Location is then predicted via the maximum likelihood estimate.

Nuzzer: Seifeldin, Saeed, Kosba, El-keyi, Youssef. Nuzzer: A large-scale device-free
passive localization system for wireless environments. IEEE Transactions on Mobile
Computing, 2013.
Pilot: Xiao, Wu, Yi, Wang, Ni. Pilot: Passive device-free indoor localization using
channel state information. ICDCS, 2013.

PC-DfP: Xu, Firner, Zhang, Howard, Li, Lin. Improving rf- based device-free passive

localization in cluttered indoor environments through probabilistic classification

methods. IPSN, 2013.
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Emotion recognition from RF
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Emotion recognition from RF
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Thank you!

Stephan Sigg
stephan.sigg@aalto.fi
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