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Authenticatication

Project:

Secure authentication from an Egocentric Camera

5/ 51
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Secure authentication from Egocentric camera




Authenticatication

PassFrame video

Device-authentication from egocentric videos



Authenticatication

Try and break it:
http://ambientintelligence.aalto.fi /passframe/
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Overview (Frame selection and challenge generation)
ey Fration .
\foptional) __/ @

t------> Key Frame Selection

Clustering

Segmentation

Grouping

Question Generation

Image-based
Questions
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Segment 1 Segment 2 Segment 3 Segment 5 Segment 6

= PP

Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5

Figure 3. Tmages selected by eye fixations (bottom) and frame sampling
(top) Cluster 1
Figure 6. Feature values extracted from video frames (We only show

absolute values of a part of feature vectors for better visualizatic:?ﬂ)i
10..,.51

I —

Radio-based Device-free activity recognition and implicit ad-hoc usable security

Cluster 2 Cluster 1

Stephan Sigg
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Segment 1 Segment 2 Segment 3 Segment 4 Segment 5 Segment 6

=

Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5

- A HE

Figure 5. Non-informative images discarded from small clusters




Group Audio-based secure pairing On-body ad-hoc device pairing DFAR Conclusion

Secure authentication from Egocentric camera

ive actions are not selected

11 /51
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Alternative Autentication schemes

—— ©

Did you do this
in the morning?

'

[s] A

Select what you have not done today

DFAR

Conclusion
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Performance of subjects
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Issues

@ Similar images

Figure 11. Some images that are difficult for the users to recall

@ Robustness against an active attacker

14 /51
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Secure spontaneous authentication from ambient audio

15 / 51
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Spontaneous audio-based device pairing

Stephan Sigg Radio-based Device-free activity recognition and implicit ad-hoc usable security
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Spontaneous audio-based device pairing
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Conclusion

Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing

I
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Spontaneous audio-based device pairing
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Audio-based secure pairing

Secure pairing from noisy data

possible codewords C

possible messages X

== Decoding
—>» Encoding



Group Authenticatication Audio-based secure pairing On-body ad-hoc ii‘v‘ DFAR Conclusion
‘x\ IEEE TRANSACTIONS ON

Security from environmental stimuli MOBILE COMPUTING

Audio-based ad-hoc secure pairing?

@ Audio as common context source

@ Fuzzy cryptography

Bl Mobile device attempting to
establish a common secret

3 Position of person talking
during fingerprint creation

e Audio source (FM radio)

19 /51
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\‘x‘l{‘ IEEE TRANSACTIONS ON

Security from environmental stimuli MOBILE COMELITINE

Hamming distance in created fingerprints Percentage of tests in one test run
(loud audio source in 1.5m and 3m) that passed at >5% for Kuiper KS p—values
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Mobile device attempting to
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(Audio-based secure pairing)

Tl E2n

Compare fingerprint




Audio-based secure pairing

Security from environmental stimuli

Connected Devices

5 aStephan Sigg, et al., AdhocPairing: Spontaneous audio-based secure device pairing for Android mobile
28 devices, IWSSI 2012

@ Hardware noise cancellation on some phones

@ Hardware originated synchronisation offset

Noxus § (Daviec £) '
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Security from environmental stimuli

How to synchronise audio without disclosing information?
No data shall be transmitted among devices

Hardware-originated synchronisation offset

@ Approximate pattern

matching with arbitrary MM W

common sequence a

?T. F. Smith and M. S. Waterman. Identification
of common molecular subsequences. Journal of
molecular biology, 147(1):1953197, Mar. 1981

22 /51



Security from environmental stimuli

Hardware-originated synchronisation offset

2 ‘Similarity of fingerprints from Nexus S and Nexus One devices Time difference achieved for synchronised audio recordings

® 00 7 * Receiver (Nexus One) generates 3 fingerprints.

2% % g 0.25 ° © Receiver (Nexus S) generates 3 fingerprints.

o8- % B % 18 * ->-Receiver (Nexus One) generates 10 fingerprints..

% o F % E % % ] % 0.2- -&Receiver (Nexus S) generates 10 fingerprints. ||

T 2
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Distance between devices [cm] Number of trials on the transmitter

@ Synchronisation in the order of 3ms possible

o No additional data transmitted among devices!® 2

1N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Pattern-based Alignment of Audio Data for Ad-hoc Pairing, ISWC,
2012

2N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Using ambient audio in secure mobile phone communication,
2 1
PerCom, 2012



(On—body ad-hoc device pa\'ring)

Unobtrusive Ad-Hoc Pairing
for Body Area Networks

24 / 51
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15 Subjects
8 Actions

7 Sensor-
positions

6 Sensors

Stephan Sigg

‘Walking (Duraron: 10,5071 Aunning (Duratian: 10.00mn)

Lying (Duration: 10.38min) Glimbing up [Duratian: 10.50min)

Sztyler et al.:On-body Localization of
Wearable Devices [...]

25 / 51
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DFAR

Conclusion

Osaka University
(OU-ISIR Gait database)

- 460 participants aged between 8 and 78
- gender ratio almost 50:50

- max. 8 gait cycles

- Sensorpositions: Waist right, left, back

- 3D-Accelerometer and Gyroskope (100Hz)

URL: http://www.am.sanken.osaka-u.ac.jp/BiometricDB/SimilarActionsinertialDB. html

M Sensor Setup

z Left
MUz
Y

i X
Center
/ back
IMUZ battery muz ¥¢

(a) Uncovered 3 IMUZ sensors on a belt (b) IMUZ

(c) Sensor attachment

(d) Subject wearing a belt in the scene

Thanh Trung Ngo, Yasushi Makihara, Hajime Nagahara, Yasuhiro Mukaigawa, Yasushi Yagi,
“Similar gait action recognition using an inertial sensor,” Pattern Recognition Vol.48 (4), pp. 1289-1301, 2015




(On—body ad-hoc device pairing)

Dartmouth

= 7 Subjects

- 5 Accelerometers - no Gyroscopes

- 13 hours at 255Hz

- waist, left wrist, right wrist, left ankle, right ankle

http://www.cs. dartmouth.edu/~dfk/papers/cornelius-same-body. pdf
Waist

IO N V| NSV Y ANV NG PN

Right hand

Left hand ——

NN AN AN AN AN

Right leg

A A A M A M

Left leg

b AN A AN

Cory Cornelius and David Kotz. 2011. Recognizing whether sensors are on the same body.
In Proceedings of the 9th international conference on Pervasive computing (Pervasive'll),

Kent Lyons, Jeffrey Hightower, and Elaine M. Huang (Eds.).
Springer-Verlag, Berlin, Heidelberg, 332-349.



(On—body ad-hoc device pairing)

Audio Fingerprinting (Haitsma & Kalker, ISMIR 2002)

1 1000

diff

Haitsma, Kalker: A highly robust audio fingerprinting system. ISMIR. 2002. 28/ 51
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Audio Landmarks (Wang, ISMIR 2003)

Time-domain Generate Identical keys from similar fingerprints
(Fuzzy cryptography)

possible codewords €

possible messages X

o | | | !

R NN '
SUS M'“-ﬁ/h\("f”‘f‘uﬁ‘v’m‘W\’m ’ﬂJw‘w’\W‘w N -3 Decoding
| | \ |y¥ (' | — Encoding

1060 2060 3000 000

Similar fingerprint from
Energy in Frequency-domain over time characteristic Landmarks

{g‘h

Wang: An Industrial Strength Audio Search Algorithm. ISMIR. 2003.

Conclusion
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» Focus on one activity only
» Try to isolate some

deeper meaning
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Gait recognition (Hoang & Choi & Nguyen, 1JIS 2015)

X-dimension signal
T
'

Acceleration (m/s?)

6.4 6.5 6.6 6.7 6.8 6.9 7
Time (millisecond)
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N T
%o o

3 ®
6.7
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Acceleration (m/sz)
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2 T T . T T T
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Hoang, Choi, Nguyen: Gait authentication on mobile phone using biometric cryptosystem and fuzzy commitment
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Results
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Results

Left - Normalized Gaits with Mean Gait Overlay - Y-Axis
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(On—body ad-hoc device pairing)

Results

Left - Normalized Gaits with Mean Gait Overlay - Y-Axis
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Project:

RF-based device-free activity recognition
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RF-based activity recognition

Sensewaves Video
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RF-based device-free activity

A =25
On-body ad-hoc device f EEE”’ N54c710~5 Conclusion
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Active SDR-based DFAR (USRP1)

Frequency: ~ 900MHz (RFX900 board), Vert900 Antenna), 4dBi antenna gain
Signal: Sine signal, continuously modulated onto the carrier
Sample rate: 80 Hz

Passive SDR-based DFAR (USRP N210)

Frequency: 82.5MHz (WBX board), Vert900 Antenna, 4dBi antenna gain
Signal: Environmental FM radio captured from a nearby radio station
Sample rate:  64Hz

Active RSSI-based DFAR (INGA wsn nodes, v1.4)

Frequency: 2.4GHz |IEEE802.15.4, PCB High Gain-Antenna
Signal: RSSI samples from packets transmitted between nodes
Active Passive Sample rate:  Transmission of 100 packets per second
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RF-based device-free activity recognition

A _——
On-body ad-hoc device 5&563"5‘;5355 Conclusion
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e Signats
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(a) Classification accuracy for
accelerometer-based  activity
recognition by a k-NN
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(b) Classification accuracy for
active SDR-based DFAR by a k-
NN algorithm

Classification

Continuous signal

(c) Classification accuracy for
active RSSI-based DFAR by a
k-NN algorithm
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(d) Classification accuracy for
passive SDR-based DFAR by a
k-NN algorithm
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Recognition of multiple activities simultaneously

standing
walking
crawling
lying
empty

5%5=25

250cm

Recognition
areai

Constellation of

245—2 3 receive devices
% [1H_ EEE_EEE
%2 @ 0 NEEN
3 (3 0 0 IR N
.4 1 0 EE

50cm|

250cm

Recognition
area ii




Constellation of receive devices
1,2 1,3 1,4 2,3 1,2,3 1,2,4 1,2,3,4

CA .697 .749 726 .730 787 .754 .838
IS 1.49 1.64 1.57 1.57 1.7 1.65 1.86
Brier 421 .355 .388 .390 318 .343 .229
AUC .930 .946 .939 .928 .958 .960 .980

Table 5: Overall performance of the k-NN classifier

41/ 51
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Monitoring attention from RF
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Recognition accuracy
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Conclusion

On-body ad-hoc device pairing

Group Authenticatication Audio-based secure pairing

Situation and gestures from passive RSSI-based DFAR

Laptop
connected
via adb

m(
L)

o

(©) Scenario for the distinction of walking speed

Sevsing device i
running topdurp T

€
B
ﬂ§

Hold over Open/close Take up.

ENT

i Swipe  Swipe  Wipe No
gesture

Swipe Swipe
bottom  top left right

(1) Meeting room at ETH

(¢) Sensing device inside pocket

(d) Activities conducted behind a closed door
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Situation and gestures from passive RSSI-based DFAR

Accuracy achieved over various Scenarios

Mean Precision

= Mean Recall

(@) Activities conducy %, 2 gesture
3
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Conclusion
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Modelling CSI vectors via multivariate gaussian distribution

(a) Corridor /,vl L. (b) Laboratory office (c) Conference room L] (d) Domestic home
1.8m x 12m; Fm N 9m x 14m; E\ ; 116m x 7.2m;
No equipment or obstructions _J .. Furnished with multiple The environment . b Cluttered space with e.q.
Y computer desks and contains tables, chairs, tables, chairs, television. | [~
chairs. projector, etc. Dominant non-LoS. B
. L propagation. =
4 Transmitters and 3 receivers Il “, Transmitter and receiver 4 Transmitters and 3 1 m | 4Tansmitters and 3
are placed on podiums at a 1— are placed on desks with receivers are placed on | Ve recelver in the living room|
height of 1.2m from the i . an approximate height ~——————————stands at the walls in a 3 ‘ are placed on stands in a
floor. /m “ of 0.8m from the floor. height of 1.2m above height of 1.2m from the
el = the floor. floor. M Acess point i Laptop

We model the amplitude of every CSI reading at location 'y’ to
approximately follow a multivariate Gaussian Distribution.
Location is then predicted via the maximum likelihood estimate.
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Modelling CSI vectors via multivariate gaussian distribution

Cell Estimation Accuracy (%)

We model the amplitude of every CSI reading at location 'y’ to
approximately follow a multivariate Gaussian Distribution.
Location is then predicted via the maximum likelihood estimate.
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Nuzzer: Seifeldin, Saeed, Kosba, El-keyi, Youssef. Nuzzer: A large-scale device-free
passive localization system for wireless environments. IEEE Transactions on Mobile
Computing, 2013.
Pilot: Xiao, Wu, Yi, Wang, Ni. Pilot: Passive device-free indoor localization using

channel state information. ICDCS, 2013.

PC-DfP: Xu, Firner, Zhang, Howard, Li, Lin. Improving rf- based device-free passive

localization in cluttered indoor environments through probabilistic classification



Emotion recognition from RF
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Emotion recognition from RF
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Group Authenticatication Audio-based secure pairing On-body ad-hoc device pairing

Conclusion

Emotion recognition from RF
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Group Authenticatication Audio-based secure pairing

On-body ad-hoc device pairing Conclusion
Emotion recognition from RF
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Conclusion

Thank you!

Stephan Sigg
stephan.sigg@aalto.fi
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