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Secure spontaneous authentication from ambient audio
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Trust and proximity
We will use audio as a source of common information in
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Spontaneous audio-based device pairing
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Spontaneous audio-based device pairing
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Secure pairing from noisy data

possible codewords C

possible messages X

= Decoding
—>» Encoding
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IEEE TRANSACTIONS ON

Audio-based ad-hoc secure pairing’ MOBILE COMPUTING

» Use audio to generate secret
key

» high Entropy, fuzzy
cryptography, case studies,
attack scenarios

Hamming distance in created fingerprints Percentage of tests in one test run
(loud audio source in 1.5m and 3m) that passed at >5% for Kuiper KS p-values
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1S. Sigg et al., Secure Communication based on Ambient Audio, IEEE Transactions on Mobile Computing
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Security from environmental stimuli
Audio-based ad-hoc secure pairing?

» Audio as common context source
» Fuzzy cryptography
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Mobile device attempting to
establish a common secret

Position of person talking
Guring fingerprint creation

w

e udio source (FM radio)

28. Sigg et al., Secure Communication based on Ambient Audio, IEEE Transactions on Mobile Computing, vol.

12, no. 2, 2013
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Secunty from environmental stimuli

lamming distance in created fingerprints Percentage of tests in one test run
(Ioud audio source in 1.5m and 3m) that passed at >5% for Kuiper KS p-values
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Audio sequence class

Mobile device attempting to
establish a common secret

3 Position of person talking
during fingerprint creation

R udio source (FM radio)

28. Sigg et al., Secure Communication based on Ambient Audio, IEEE Transactions on Mobile Computing, vol.
19 o 2 20472
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Other Available Devices.

Compare fingerprint




Security from environmental stimuli
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w”Real time |mplementat|on on android mobile phonesa

aStephan Sigg, et al., AdhocPairing: Spontaneous audio-based secure device pairing for Android mobile
devices, IWSSI 2012

» Hardware noise cancellation on some phones
» Hardware originated synchronisation offset




Security from environmental stimuli

How to synchronise audio without disclosing information?
No data shall be transmitted among devices
Hardware-originated synchronisation offset

» Approximate pattern

matching with arbitrary
common sequence 2

4T, F. Smith and M. S. Waterman. Identification
of common molecular subsequences. Journal of
molecular biology, 147(1):195?197, Mar. 1981
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Security from environmental stimuli

Hardware-originated synchronisation offset

2 ‘Similarity of fingerprints from Nexus S and Nexus One devices Time difference achieved for synchronised audio recordings

g = * Receiver (Nexus One) generates 3 fingerprints.

E’D’g % g 0,250 & © Receiver (Nexus S) generates 3 fingerprints.

£08- % 3 % % % 18 ¥ ->Receiver (Nexus One) generates 10 fingerprints.
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» Synchronisation in the order of 3ms possible
» No additional data transmitted among devices® 4

3N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Pattern-based Alignment of Audio Data for Ad-hoc Pairing, ISWC,
2012

4N. Nguyen, S. Sigg, A. Huynh and Y. Ji: Using ambient audio in secure mobile phone communication,
PerCom, 2012
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Security from environmental stimuli
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