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WiFi Fingerprinting

MP1
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Seifeldin et. al: Nuzzer: A Large-Scale Device-Free Passive Localization System for Wireless Environments, IEEE

TMC 2013

Bong et. al: Reasonable Resolution of Fingerprint Wi-Fi Radio Map for Dense Map Interpolation, FRTA, 2014
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\__/ location Spatial averaging

Estimated location —
Discrete space estimator

Seifeldin et. al: Nuzzer: A Large-Scale Device-Free Passive Localization System for Wireless Environments, IEEE

TMC 2013
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(a) Corridor
1.8m x 12m; |

No equipment or obstructions —l

4 Transmitters and 3 receivers "l
are placed on podiums at a
height of 1.2m from the j
u
]

floor.

e

(b) Laboratory office

Furnished with multiple
computer desks and
chairs.

Transmitter and receiver
are placed on desks with

(c) Conference room
9m x 14m;

The environment
contains tables, chairs,
projector, etc.

4 Transmitters and 3
receivers are placed on

height
of 0.8m from the floor.

stands at the walls in a
height of 1.2m above
the floor.

(d) Domestic home
11.6m x 7.2m;

Cluttered space with e.g.
tables, chairs, television.
Dominant non-LoS
propagation.

4 Transmitters and 3
receiver in the living room
are placed on stands in a
height of 1.2m from the
floor, W Acess point

M Laptop
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Exploiting the RF-channel for environmental

preception

v

Multi-path propagation
Signal superimposition
Scattering

Signal Phase

v

v

v

Reflection

Blocking of signal paths
Doppler Shift

Fresnel effects

v

v

v

v

Effects of the wireless radio channel

Individuals blocking and refining signal propagation paths

®

FM radio
transmitter
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Aspects of the mobile radio channel
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Aspects of the mobile radio channel

Superimposition of RF signals

» At a receiver, all incoming signals add up to one
superimposed sum signal

» Constructive and destructive interference
» Normally: Heavily distorted sum signal
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Aspects of the mobile radio channel

10
sinl2 2 34xHsin(z S34 40 BarcloPsia(ecn) ——

Superimposition of RF
signals

» The wireless medium is .
a broadcast channel
» Multipath transmission T ‘ I j
. f T P [
Reflection . VWG . WY R e \ '
Diffraction \ v \ f T M
Different path lengths A M,-" 4 W
Signal components
arrive at different . : P s
times

> Interference Csum = Z% ( ol (fit+) )
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RF-based activity recognition
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Time-domain signal strength fluctuation

» Recognition of environmental situation (presence,
movement (speed))

» Non-intrusive

» Arbitrary antenna placement

» Pre-training possible

» Limited gesture recognition accuracy
» Noisy, information source
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Device-Free recognition (DFL / DFAR)

Time domain features — Situation awareness
Frequency domain features — Gesture recognition
Fresnel effects

DFAR on COTS hardware
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Aspects of the mobile radio channel

& N
& Transmit node
& X
& i
e‘o“l i LR
e i
(\9‘\, K Hom
Qo
& & ;
ve“’f’ S T
g &

@ (“a\q
& &7

<
Y Ve
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' Movement direction

Receive node

Doppler Shift
» Frequency of received and transmitted signal may differ

» Dependent on relative speed between transmitter and
receiver

» fy =% -cos(a)
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Whole-Home Gesture Recognition Using Wireless Signals, Q. Pu, S. Gupta, S. Gollakota, S. Patel, Mobicom'13

See Through Walls with Wi-Fil, F Adib, D. Katabi, SIGCOMM’13
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Micro doppler variations

Through Walls with Wi-Fil, F Adib, D. Katabi, SIGCOMM'13
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Micro doppler variations

» Recognition of fine-grained gestures

» Potentially directional recognition from multiple sources
simultaneously

» Binary information (towards/away)
» Potentially also speed but noisy

» Accuracy dependent on direction of movement (towards
Antenna)

» Requires non-standard hardware (e.g. software radios)
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Device-Free recognition (DFL / DFAR)

Time domain features — Situation awareness
Frequency domain features — Gesture recognition
Fresnel effects

DFAR on COTS hardware
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“Boundaries of the
Fresnel Zones

Middle of the
Fresnel Zones
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Human Respiration Detection with Commodity WiFi Devices: Do User Location and Body Orientation Matter?, Wang

et al., Ubicomp 2016
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Amplitude(db) Amplituda(db)

Ampliude(db)

Move along the middle allipse of 2nd Fresnel zone.

Move along the middle ellipse of 2nd Fresnel zone

N T

Located in the Middle

Located Right Side

40

50

Move backward from 14.5cm to 17cm

70 80

Move backward from 17cm to 19cm

T

Middle of the 2nd Frenel zone

—p A VAN /‘|<

!
\ lsoumﬂy of the 2nd Fresnel zone

A
B TAVAY, N VA
A
Middle of the 3rd Frenel zone
|

©)

7 ‘Boundry ‘)1 thetst Frssflal zone | | | | | | L |
0 10 20 30 40 50 60 70 80 90 130 150 160 time (s)
”? T T T T T T T T T T T T
0 - 2N AN ~. - N A~ - " o
8 g oo 7 ‘45/ e * ’ 135.1+
- 0degroe (7 jegree |
| I I I oate ot | [ poearee | | Rotaqpody I I |
[ 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Human Respiration Detection with Commodity WiFi Devices: Do User Location and Body Orientation Matter?, Wang
et al., Ubicomp 2016
Aalto University H Stephan Sigg
A School of Electrical ‘ mbient July 23, 2017
Engineering 23/42



Fresnel effets for DFAR

» Fine-grained centimer-scale accuracy
» Fragile instrumentation requirements
» Requires non-standard hardware (e.g. software radios)
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Device-Free recognition (DFL / DFAR)

Time domain features — Situation awareness
Frequency domain features — Gesture recognition
Fresnel effects

DFAR on COTS hardware
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Can we do this with standard hardware?
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Measure signal strength on a phone

String EXIKA_BSSID Ine 100Kup Key Tor a String giving the BSSIU of the access point to which we are connected.
String The lookup key for a NetworkInfo object associated with the Wi-Fi network.
String The lookup key for an int giving the new RSSI in dBm.
The lookup key for a SupplicantState describing the new state Retrieve with

getParcelableExtra(String).

String

» Approx. 1 sample/sec

Stephan Sigg

Aalto University H
A School of Electrical ‘ mbient July 23, 2017
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Measure S|gnal strength on a phone

e b sy e

. 373886 2437 MHz (OXOBS -82dB signal fcknowledgment RA Ed‘ed.co‘ds lDUl Unknown }

.402084)12437 MHz (0x008C) -92dB signal frobe Response (wlan-16) [11.8* 12.@ 18.0 24.0 36.0 48.0 54.0 Mbit

43595002437 MHz (0x008CE -92dB signal feacon (wlan-15) [11.8* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH:

437687012437 MHz (0x008C -91dB signal f§eacon (MOBILE-EAPSIM) [11.0* 12.0 18.08 24.0 36.0 48.0 54.8 Mbit] ESS CH:
45021142437 MHz (0x008cf -92dB signal feacon (wlan-13) [11.6* 12.8 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
4644322437 MHz (0x008C -77dB signal feacon (flocklab) [1.8 2.8 5.5 11.0 6.8* 9.0 12.0 18.0 Mbit] ESS C PRIVACY
493057012437 MHz (0x008p -91dB signal feacon (wlan-11) [11.8* 12.8 18.0 24.0 36.0 48.0 54.8 Mbit] ESS CH: 1, PRIVACY

.50389142437 MHz (Ox008Cp -91dB signal fJeacon (MOBILE-EAPSIM) [11.0* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH:

1, PRIVACY

L L b L G

5054172437 MHz (0x008¢E -96dB signal feacon (wlan-16) [11.8* 12.8 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY

.517532[2437 MHz (0x000cR -92dB signal feacon (wlan-13) [11.0* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY

56642102437 MHz (0xB08p -90dB signal feacon (wlan-15) [11.8* 12.8 18.0 24.0 36.0 48.0 54.9 Mbit] ESS CH: 1, PRIVACY

56700142437 MHz (0x008C -78dB signal Qeacon (flocklab) [1.8 2.8 5.5 11.6 6.0* 9.0 12.0 18.0 Mbit] ESS CH: 1, PRIVACY
27:22.574417)2437 MHz (0x0086Q -92dB signal J§F Ack/Pall+QoS Data IV:d262c3 Pad 27 KeyID @

» How to obtain this data on a phone?

» root access
» Firmware does not support such accesq

Aalto University H Stephan Sigg
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Measure signal strength on a phone

bemon blogspot.de v @ [BEvk

E
f‘i_m\

Monitor mode for Broadcom WiFi Chipsets

Blog Archive
Monitor Mode Reloaded

ou experienc uble during the k >mpilation

hard during the la ution that wo

The new
[ id

rently

* GS
About Us

pport (which have a diffe 1), we will

€10z UonTY “}1exood Inok woly BUALPIEAA (uiBlsSuIR 4 10 ‘SIp]|
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Measure signal strength on a phone

£0d L SIVEVR EI0 TNIE LVAVVMU] VUL AYIGL ALRIURLSUYITIL 1T U AU LWL TR
.373886 2437 MHz (0x0080) -82dB signal Acknowledgment RA:6c:9c:ed:ed:co:d5 (oui Unknown)
.402084 2437 MHz (0x0088) -92dB signal Probe ) [11.8* 12.0 18.0 24.8 36.0 48.0 54.08 Mbit] CH: 1, PRIVACY
435959 2437 MHz (0x0080) -92dB signal Beacon| 12.8 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
437687 2437 MHz (0x0088) -91dB signal Beacon (HOBKLE EAPS]Hl [11.0% 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
450211 2437 MHz (0x0080) -92dB signal Beaconf(wlan-13) [11. 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
23:27:22.464432 2437 MHz (0x068@8) -77dB signal Beaconf(flocklab) [1.0§2.8 5.5 11.0 6.6* 9.9 12.0 18.0 Mbit] ESS CH: 1, PRIVACY
:122,493057 2437 MHz (0x0080) -91dB signal Beaconf(wlan-11) [11. 12.0 18.0 24.0 36.0 48,0 54.0 Mbit] ESS CH: 1, PRIVACY
583891 2437 MHz (0x0088) -91dB signal Beaconf§(MOBILE-EAPSIM)Q[11.8* 12.0 18.0 24.0 356.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
6.

\505417 2437 MHz (0x0080) -98dB signal Beaconfj(wlan-16) (11.0f 12.6 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY

\517532 2437 WMz (8x0088) -92d8 signal Beaconf(wian-13) [11.6f 12.8 18.0 24.0 36.8 48.0 54.0 Mbit] ESS CH: 1, PRIVACY

|566421 2437 MHz (0x0080) -9BdB signal Beaconfl(wlan-15) (11.0) 12.6 18.0 24.0 36.0 48,0 54.0 Mbit] ESS CH: 1, PRIVACY

.567001 2437 MHz (8x0088) -78dB signal Beacon 2.8'5.5 11.0 6.0 9.0 12.0 18.0 Mbit] ESS CH: 1, PRIVACY

\574417 2437 MHz (0x0080) -92dB signal CF Ack 142623 Pad 27 KeyId 0

cigedic L el b e W
Aalto Universit; : Stephan Sigg

A School of Electrical ‘ mbient July 23, 2017
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Measure signal strength on a phone

373886
402084
435959
4376087
450211
464432
493057
503891
.505417
.517532
566421
.567081
574417

2437
2437
2437
2437
2437
2437
2437
2437
2437
2437
2437
2437
2437

MHz
MHz
MHz
MHz
MHz
MHz
MHz
MHz
MHz
MHz
MHz
MHz
MHz

(0x0080 5 s)gna Probe
(0x0080) QZdB signal Beamn
(0x0088) -91dB sxgnal Beacon|
(0x0080) 48

(@x0680.

(ox0080) -

(8x0888) -91dB signal Beacon|

(0x0088) -90dB signal Beaconff(wlan- 16] [11.08 12,0 18.0 2

(@x0088) Qldﬁ Slgnal Beacon (nlan 13) 12.8 18.0 2

12,0 18.0 2

2.8 5.5 11.0
V:d262¢3

\0!0@80; -92 B slgna
asan

4.0
4.0
4.0
1 6.0

Pad 27 KeyID 0

c:ed:ed:c0:dS (oui Unknown)

) [11.6* 12.0 18.0 24.8 36.0 48.0 54.0 Mbit] CH: 1, PRIVACY

12.8 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY

[11.0% 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY

12.6 18.0 24.0 36.0 48,0 54.0 Mbit] ESS CH: 1, PRIVACY

2.6 5.5 11.0 6.6* 9.0 12.6 18.0 Mbit] ESS CH: 1, PRIVACY

12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH:

[11.8* 12.0 18.0 24.0 36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
6.

1, PRIVACY

36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
36.0 48.0 54.0 Mbit] ESS CH: 1, PRIVACY
* 9.6 12.0 18.0 Mbit] ESS CH: 1, PRIVACY

A
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Measure signal strength on a phone

Capturing

tcpdu mp
recewver -

————————F

I IProcessmg

T

Post processing

- windowing\/v

- feature calculation

raw data still access-
ible for visualisation

.pdf
-png

(raw data |  (ruidmensional ) I I ap | ™9 soolkct
grouped by sender data pOIntS I I ‘ta
Sender Data Point I I video analysis I
i .
Sample feature 1 -pic video
- feature 2, ... I kle I
a AN
T I Id— matplotlib

interactive I
plot
=]

» http://www.stephansigg.de/DeviceFree/pcapTools.tar.gz
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Sampled RSSI over time

RSSI samples over time

-87 o 0 1

_8d co o 1

RSS! [dBm]

g‘ 4 81.6 81.8 82 82.2 82.4 82.6 82.8 83 83.2 83.4
Time [seconds]

» Only use simple time-domain features
» Pre-processing?

Aalto University H Stephan Sigg
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9.30
1.77
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channel
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Packets/sec
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Case studies

Laptop
connected

Astivitios conducted beried
tris door and imsids the room

Laptap

egneecied
wia adb
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Results

Accuracy achieved over various Scenarios

" Mean Precision

W Mean Recall

Aalto University ] H Stephan Sigg
A School of Electrical ‘Im bient July 23, 2017
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Frequency = Frequency =

5/2 Hz, 3/2 Hz, Hand
Count =3 Count = 2 -30 m:\'l‘es
R 2\
27 down
é -33
)
2 3

Fo 1 2 3 4 5 6 N 8
5 3 4 5 & 5 g Handpauses TimeinSeconds Hand
Tirme in Seconds over the card moves up

(a) Raw signal (b) Denoised signal

Abdelnasser et. al: WiGest: A Ubiquitous WiFi-based Gesture Recognition System, INFOCOM, 2015

A
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Ty T BN = =y
Denoised ll ‘\ \ "' l'\lll ]
Cosmures | | i ] \
H = L]
A I I f
Detailed FX / / i ] L+ i 1
¢ N | v { I e
(Edges) Y 1) it 1 I Il H
e VV \lV \jv VV \ﬁou’ -
of CWT
(a) Up-Down  (b) Up-|-Down  (¢) Down-Up  (d) Down-||-Up  (e) Right-Left () Up (g) Down

Abdelnasser et. al: WiGest: A Ubiquitous WiFi-based Gesture Recognition System, INFOCOM, 2015

A
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RSSl-based

COTS hardware

Ubiquitously available

low accuracy

dependent on environmental traffic situation

v

v

v

v

Aalto University H Stephan Sigg
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CSl-based DFAR

th < hw
h:z N n .
J v . .'_hzz v Y1
Transmitter X \—yz Receiver
XM .y han \ : -
hyy |
A Sehoal of Erecvical Jimbient S35, 2009
Engineering 35742



The received vector y is expressed in terms of the channel
transmission matrix H, the input vector x and noise vector n as

y=Hx+n
i x hiy  hiz -+ hin m
Yo Ty har  hy -+ hay ng
y = X = H= n=
YN T hyt hao -+ hym Ny

Aalto University PR TR Stephan Sigg
School of Electrical ‘ mpient July 23, 2017
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802.11n - CSI

The CSI matrix

The MIMO control field in the 802.11n Management frame
(used to manage the exchange of MIMO channel state or
transmit beamforming feedback information) contains a

CSI cotrol field in which the CSI matrix for all carriers is stored.

Example (3x3) — complex amplitude and phase:

0.1-0.3j —0.1+05j —0.6]
0.2-0.75 —0.5+0.5j 0.1 — 0.1j
0.9 0.8+0.15 0.7—0.7§

Aalto University ] Stephan Sigg
School of Electrical mpoler July 23, 2017
Engineerin g 37/42



Open CSI tools

Atheros CSl tool http://pdcc.ntu.edu.sg/wands/Atheros/
Intel 5300 tool https://dhalperi.github.io/linux-80211n-csitool/

: -
35 —
—_ *,
o < "«
22§ . et 1
- 1o] g Fd
Z le%l0e BT A3 |
B 15 PRy oo gt RlBEEY N o
',en%f &
5 1 1 L
-28 -14 0 14 28

An Intel 5300 NIC Subcarrier index

Aalto University H Stephan Sigg
A School of Electrical ‘ mbient July 23,2017
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CSl-based gait recognition

My
‘ 7 Leg
Wi router Wating e (5 5m1 i N S Lo
H 2 /
S o ~tle Sl Torso
'gﬂa/,e;{‘x\ Tl receiver 3 e reflection
Z—— g
g
[y
.
Sgnal anaysis 7w

(a) Application scenario (b) Data collection environment

o % stidu;\ r}\oises o 200 f“ (1 ﬂ‘ . [‘
$50 $ 8 |
3 S as f Il 3 1o}, || \ ‘w I
E S A A = \ M il w \ ,H 1
245 ‘ gaop: W%/l\ﬂ L/\ g o \/\\‘ I “'\“ ,‘\/\/“ﬁ/\l"\‘“m‘\;‘h “\‘
Bao 7 g MJ\H, |V W
8a ° —Stream A g U
30| -
10 02 _103 104 105 106 10.7 10 104 102 _103 104 105 106 107 f0 104 102 _103 104 105 106 0.
Tilé {seconds) Time (seconds) T {seconds)

(a) Raw CSI waveforms (Stream A) (b) CSI waveforms after low-pass filtering (c) CSI waveforms after PCA denoising

Wang et. al: WiGest: Gait Recognition Using WiFi Signals, Ubicomp, 2016
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CSl-based

\4

CSI phase fine-grained recognition of movement
Available from COTS hardware

Binary information

Constant after change in distance conducted

Recognition accuracy dependent on direction of movement
wrt Rx antenna

v

v

v

v

Aalto University H Stephan Sigg
A School of Electrical ‘ mbient July 23,2017

Engineering 40/42



Device-Free recognition (DFL / DFAR)

Time domain features — Situation awareness
Frequency domain features — Gesture recognition
Fresnel effects

DFAR on COTS hardware
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Thank you!
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