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Classification of images – Error rate of AI
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I Inconvenience to wear
devices continuously

I Privacy-intrusive
I Data usage in vertial silos
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5G & IoT: wireless interfaces virtually everywhere
RF-channel: a ubiquitous source of environmental information

I Multi-path propagation
I Signal superimposition
I Scattering

I Reflection
I Blocking of signal paths
I Doppler Shift
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Sensing environmental stimuli from RF
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Sensing environmental stimuli from RF

Pu et al.: Whole-home gesture recognition using Wireless Signals, 2013
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Sensing environmental stimuli from RF

Pu et al.: Whole-home gesture recognition using Wireless Signals, 2013
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– Video –
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Implicit Device-to-Device Authentication
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Implicit Device-to-Device Authentication
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Implicit Device-to-Device Authentication
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Audio-based ad-hoc secure pairing1

I Use audio to generate
secret key

I high Entropy, fuzzy
cryptography, case studies,
attack scenarios
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Fingerprints created for matching audio samples
Fingerprints created for non−matching audio samples
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1S. Sigg et al., Secure Communication based on Ambient Audio, IEEE Transactions on Mobile Computing
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Implicit Device-to-Device Authentication
Shake well before usea

I Accelerometer data
I Secure key by iterative exchange of hashed sequences

aR. Mayrhofer et al., Shake well before use: Authentication based on Accelerometer data, Pervasive 2007

RF-based ad-hoc secure device pairinga

I Utilise superimposition
I Utilise error correcting codes
I Public RF-source

aS. Mathur et al., ProxiMate: proximity-based secure pairing using ambient wireless signals, MobiSys 2011






