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SUMMARY  Biometric authentication, namely using biometric features
for authentication is gaining popularity in recent years as further modalities,
such as fingerprint, iris, face, voice, gait, and others are exploited. We
explore the effectiveness of three simple Electroencephalography (EEG)
related biometric authentication tasks, namely resting, thinking about a
picture, and moving a single finger. We present details of the data processing
steps we exploit for authentication, including extracting features from the
frequency power spectrum and MFCC, and training a multilayer perceptron
classifier for authentication. For evaluation purposes, we record an EEG
dataset of 27 test subjects. We use three setups, baseline, task-agnostic,
and task-specific, to investigate whether person-specific features can be
detected across different tasks for authentication. We further evaluate,
whether different tasks can be distinguished. Our results suggest that tasks
are distinguishable, as well as that our authentication approach can work
both exploiting features from a specific, fixed, task as well as using features
across different tasks.
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1. Introduction

Electroencephalography (EEG) is a method to record electric
potential, which predicts activity of the brain. Neurons in the
brain produce electric voltages that can be measured over the
scalp. EEG is commonly used in clinical applications to in-
vestigate brain diseases like epilepsy and schizophrenia [1].
Besides these use, EEG signals have been researched for dif-
ferent application scenarios, including biometric authentica-
tion, the recognition of a subject being or not being e.g. the
authorized device owner, based on biometric stimuli. Recent
results indicate that EEG signals are unique to many individ-
uals, which qualifies them as recognition and authentication
method [2]. While traditional instrumentations are expen-
sive and stationary, recently less intrusive, mobile, low-cost
consumer-grade EEG devices were developed, which enable
using EEG signals as means of biometric recognition. Low
cost in terms of EEG refers to at the moment devices in the
range of 100 EUR becoming available on the market (e.g.
the NeuroSky MindWave Mobile+" EEG headset), while the
price of less recent EEG devices can be higher by orders of
magnitude and range in the thousands or even tens of thou-
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sands of EUR (from e.g. the Emotiv EPOC device series '’

Compared to knowledge-based authentication (PIN
codes, passwords, graphical patterns), biometric authenti-
cation (in constrast to e.g. recall-based authentication such
as alphanumeric password or pattern-based) offers several
advantages. Knowledge-based authentication demands com-
plex knowledge, which is harder to remember, and requires
time and effort to input to mobile devices [3]-[6]. It can
further be stolen by an adversary via shoulder surfing and
smudge attacks [7]-[9]. In contrast, biometrics need not be
remembered but can be extracted from stimuli of the indi-
vidual itself. A common drawback of biometric features is,
however, that they can be easily observed and thus obtained
by an active adversary for impersonation attacks (e.g. finger-
prints [10], facial images [11], voice recordings [12]). Unlike
other biometrics, EEG is not easily exposed to attackers, as it
requires physical contact between electrodes and skin. The
challenges to realize practical, unobtrusive EEG authentica-
tion, are that EEG traditionally utilizes obtrusive, stationary,
and expensive hardware. For mobile authentication, how-
ever, less obtrusive, low-cost, small, and mobile hardware is
required. Only recently, such mobile EEG devices became
available and it remains a challenge to extract stable fea-
tures from such hardware that allow to reliably distinguish
individuals [2], [13].

We present an EEG user authentication and task recog-
nition approach that processes signals from a low-cost,
consumer-grade, single channel, and mobile EEG device. In
our authentication we perform EEG signal analysis, feature
extraction, feature selection, and classification of subjects
and tasks. In addition, we briefly describe different machine
learning methods which can be used for feature extraction
and selection to increase classification accuracy. We inves-
tigate authentication during the execution of three different
tasks, including the stability of EEG features across different
tasks (task agnostic), as well as the ability to distinguish dif-
ferent tasks. The tasks have been adopted from typical tasks
proposed in the literature [14], [15].

We record EEG signals from 27 subjects performing
three tasks with closed eyes in a quiet room. The record-
ing was done in a non-clinical way in an everyday environ-
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ment to receive realistic authentication data, thus making our
approach adaptable to real-life mobile EEG authentication.
The evaluation is performed in a comparative way, analyz-
ing the EEG authentication performance in a baseline as
well as a task-specific (authentication requires execution of
the same task) and a task-agnostic (authentication regardless
of the task performed) manner. Furthermore, we evaluate
the distinguishability of tasks themselves. In summary, the
contributions of this paper are:

* A method to distinguish subjects and tasks with mobile,
low-cost, and single channel EEG devices.

* An authentication method from EEG as alternative to
alphanumerical or pattern-based mobile authentication.

* An investigation of task-agnostic and task-specific au-
thentication of EEG signals (Can subjects be authenti-
cated from EEG regardless of the task they perform?)

* Evaluation of our method on a self-recorded dataset of
27 subjects.

We find that there are similarities in the signals gener-
ated in different tasks, which can be used interchangeably to
identify test subjects. Furthermore, tasks are distinguishable
in most cases.

2. Related work

EEG-based user authentication has recently been investi-
gated as new biometric authentication [16]. A good overview
of EEG authentication is provided in [1], [17].

In contrast to our work, the majority of previous re-
search in EEG authentication was conducted with clinical-
grade, multi-channel EEG devices [16],[18],[19], since
single-channel EEG devices have become commercially
available only in recent years. Some authors study EEG-
based person identification with portable devices [2],[15],
[20]. The usability and safety of authentication with a com-
mercial single-channel device have been discussed in [14].
Findings indicate that this device class is able to distinguish
different subjects but has weaknesses of differentiating be-
tween distinct EEG signals of a single subject [14],[15].
Still, single-channel EEG authentication provides an accept-
able cost-accuracy tradeoff compared to multi-channel de-
vices [14].

The comprehensive work on person identification with
multi-channel EEG devices provides a wide basis of features
that can be used also in EEG authentication. Commonly
used features include autoregressive (AR) model parame-
ters [13], [16], [18], [20]-[22] and frequency power spectrum
features [14], [15],[23]. An overview of recent advances in
the domain is given in Table 1.

Summarizing, most previous research focused on find-
ing and tuning suitable EEG based authentication to achieve
best possible accuracy amongst different mental and physical
tasks. On the level of individual subjects, there is evidence
that different EEG related tasks result in different EEG au-
thentication accuracies [15]. However, the task-sensitivity
has not been studied. It is unknown if subjects can be au-
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thenticated across task boundaries, exploiting subject (not
task) specific stimuli. Likewise, it is unknown if EEG au-
thentication is task-sensitive, meaning that authentication
succeeds only when a specific set of tasks is used. We shed
first light on these questions, respecting the limitations of
mobile EEG devices.

3. Our approach

We propose a method for single-channel EEG authentication
under different scenarios, as well as for task identification,
i.e. recognizing the underlying task. For this, we exploit
EEG signal acquisition, processing, as well as classification.
The classifiers used are distinct and trained and evaluated
with respect to their specific purpose. Besides this, the pro-
cessing in our method is common to all scenarios, and in-
cludes sensing EEG signals, data preprocessing, and feature
extraction (cf. figure 1). The individual steps are discussed
in the following sections.

3.1 Data recording

We record data with a commercial, low-cost, mobile and
portable single-channel EEG headset: the NeuroSky Mind-
Wave Mobile+. The headset has one electrode on the left
forehead, and the system is grounded by a clip attached
to the left auricle. The wireless headset is connected to a
mobile phone or PC by Bluetooth. The device has a built-
in filtering mechanism to account for and remove sensed
electrical power grid frequencies. The EEG sampling fre-
quency of the device is 512Hz. We use a baud rate of
57600, which provides 16-bit quantized raw wave record-
ings’ and sample raw EEG. The mobile device connected to
the headset receives and computes the short time frequency
transform power spectrum 8 times a second and covers the
range of 0-63.75 Hz with 256 bands of 0.25 Hz bandwidth
each. Subjects record data while performing one of three
tasks: resting, thinking about a scene they have just seen
in an image, or moving their right-hand index finger at pre-
defined pace. Those different types of tasks were chosen
based on performance and usability comparisons of similar
tasks [14], [15].

3.2 Data preprocessing

Almost all power in EEG signals — and thus the informa-
tion — is represented in the lower frequencies (see Figure 2)
which are linked to psychological states and cognitive brain
functions: the delta (6) band at 0.5-4 Hz, the theta (8) band
at 4-8 Hz, the alpha (@) band at 8-14 Hz, and the beta (8)
band at 14-30Hz [1]. We therefore apply a low-pass filter
on the power spectrum to extract the 0-30 Hz band.

TNeuroSky communication protocol details are avail-
able at http://developer.neurosky.com/docs/doku.php?
id=thinkgear_communications_protocol.
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Table 1: Table of closely related work in terms of objectives and features, partly adapted from [1].

# Channels | Subjects Features Classification Performance
[22] 1 79 AR NN 72%-84%
[13] 8 40 AR Discriminant Functions About 80%
[18] 1/100 10 AR NN 80%-95% / 85%-100%
[19] 1/8 203 e.g. MFCC SVM 35% / 93%
[21] 2/3/5 45 AR Polynomial classifier Best 99%
[16] 54 9 AR Linear classifier Best 100%
[14] 1 15 Power spectrum Similarity 99%

[20] 1 13 AR SVM, LDA 87%
[23] 26 5 Power spectrum Single space projection (SSP) Best 92%
[15] 1 12 Power spectrum SVM 80%
[24] 14 5 e.g. AR, power spectrum SVM 100%

preprocessing

Mindwave Mobile+

-Si —»  Filterin —
EEG headset | ] EEG-signal [ 9

Data recording \/ Data \/ Feature extraction \/

Classification \

Power Spectrum

Scenario

Training The MLP || Case 1

Values Classifier

Case 2

Combined features

> Case 3
MFCC Values Testing Data —

C;

NN

it

N

Fig. 1: Overview of our approach (exemplary with 3 tasks). Data is recorded with subjects performing different tasks, before it is preprocessed,
features are extracted, combined into feature vectors, and scenario-specific classifiers (subject or task classification) are trained.
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Fig.2: Raw EEG signal (top) and the corresponding power spec-

trum from a 5 second excerpt (bottom).

3.3 Feature extraction and selection

We use the compressed power spectrum and its quartiles, as

well as Mel-frequency cepstral coefficients (MFCCs) over
121 frequency bins with a width of 0.25Hz in the 0-30Hz
range [25]. For each bin, we extract 3 features, namely the
Ist, 2nd, and 3rd quartile (which corresponds to the 25%
percentile, the median, and the 75% percentile as suggested
in [14]). MFCC features are prominently used in audio signal
processing, but are also suitable to model logarithmic char-
acteristics in EEG measurements. We compute 39 MFCC
components per sample as suggested in [19]. Power spec-
trum and MFCC features are then combined into a single
vector per sample, which results in 402 numeric features.

3.4 Classification

In order to be comparable to previous EEG research, we
utilize four types of classifiers that have frequently been
used in related research before, and perform a grid search
their corresponding parameters. The classifiers we consider
are: support vector machine (SVM), k-nearest neighbors (k-
NN), random forest (RF), and multilayer perceptron (MLP)
classifier. We used the processing and feature extraction as
described above, trained a classifier with data from one task
atatime, and tested for subject recognition with classification
accuracy as performance metric. Note that we evaluated the
aforementioned classifiers using four-fold cross-validation
and their respective optimal parameters. Table 2 shows the
best accuracy of each classification algorithm after the cross-
validation process. We thereby found the MLP classifier with
alogistic activation function to consistently outperform other
classifiers. We therefore conduct the subsequent evaluation
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Table 2: Authentication results of different classification algorithms
applied to our data (see section 4.1).
|MLP SVM kNN RF
rest | 0.75 0.58 0.61 0.74
image | 0.76 0.62 0.66 0.69
finger | 0.74 0.61 0.68 0.72

to using only a MLP classifier. However, any classification
method could be used in our approach.

We compare four scenarios:task-agnostic authentica-
tion, task-specific authentication, and task classification,
which are compared to a baseline authentication scenario
on the same data. The classification step is scenario depen-
dent. For all authentication scenarios, the device is owned
by one person, for which the authentication should allow
access, and other people are considered adversaries, hence
authentication should deny access. Samples from the device
owner thereby become samples of the positive class P, and
sample of other subjects become samples of the negative
class N.

(1) Baseline authentication

In the baseline authentication scenario we train a binary clas-
sifier with data of a single task. The classifier thereby learns
to distinguish between owner and attackers when given data
of this task. This approach is similar to previous research,
e.g. such as in [14], and serves as baseline for comparisons
between subsequent scenarios and with previous research.

(2) Task-agnostic authentication

The task-agnostic authentication scenario is based on the
baseline authentication, but uses data of different tasks for
training the classifier than for the subsequent authentication.
For n tasks, training data includes data of n— 1 tasks, with the
authentication using data of the left out task. The purpose of
this scenario is to investigate whether single-channel EEG of
different tasks are similar enough to be used interchangeably
in authentication.

(3) Task-specific authentication

The task-specific authentication is also based on the base-
line authentication scenario, but the positive class is formed
just by data of one task of the owner. All other data (from
other tasks of the same subject and all tasks of from other
subjects) constitutes the negative class. It thereby uses data
of multiple tasks for training, but requires only data of one
task for authentication that was not used during training.
The purpose of this scenario is to further investigate possi-
ble additional similarity or dissimilarity between signals of
different tasks within and across users. We investigate this as
a first step towards inter-compatibility of EEG tasks in EEG
authentication, with with users could e.g. train their devices
with a certain set of EEG tasks, but afterwards authenticate
using a different and wider range of EEG tasks than used
for training. This would allow for decreasing the user effort
connected to training EEG authentication, hence in making
EEG authentication more unobtrusive.
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(4) Classification of tasks

The task classification scenario does not involve authentica-
tion, but aims at distinguishing the tasks. For a scenario with
n tasks, we train a n-class-classifier with data of the device
owner. The classifier is trained to distinguish the tasks of
the device owner. The purpose of this scenario is to inves-
tigate whether the same data that is used for authentication
can also be used to distinguish between different tasks of
the device owner. This task classification is only applied to
owner data, as it should only be performed if the preceding
EEG authentication already accepted the user as genuine.

4. Evaluation

We investigate if a) different tasks have correlated EEG sig-
nals (for authentication), b) if the device owner can be au-
thenticated correctly regardless the underlying task, and c) if
EEG signals are task-sensitive, so that device owner authen-
tication and the task itself can be used for authentication at
the same time.

For comparability, we use three tasks which have been
used in the literature: rest, image, and finger [14],[15]. In
the rest task, subjects were resting and instructed not to
think anything. In the image task, subjects were shown an
image of a palm beach, and were instructed to think about
that image. In the finger task, subjects were instructed to
tap a table with their right-hand index finger at the pace
of the sound of a metronome configured at 120 beats per
minute. We acknowledge the limitations the selected tasks
cause for the comparison of authentication between the tasks.
In particular, differences between the tasks are small, as
subjects sit still with eyes closed in all tasks. More dissimilar
tasks with more versatility potentially produce more distinct
EEG signals. More diverse EEG signals ease classification
and discourage cross-task authentication.

4.1 Datarecording

In accordance to previous, comparable EEG studies [26]—
[28], we recorded data of a total of 27 participants, one at a
time, in a quiet room. Recordings were done in university
and home environments in Finland, with 44% of subjects
being male and 66% of subjects being female, and with a
mean subject age of 29 years (std: 11.3 years). In all three
tasks, the subjects were sitting still with eyes closed (see
Figure 3).

Each participant repeated each task 5 times for 20 sec-
onds. For a realistic recording scenario and to be able to
address possible artifacts during recording, the EEG headset
was unequipped and re-equipped between all individual 20-
second-long recordings. Furthermore, tasks were recorded
in mixed order, so that similar tasks did not occur subse-
quent to each other. Each recording (in total 405 recordings)
resulted in one raw, 512 Hz sampled, 20-second-long EEG
signal, and the corresponding frequency power spectrum.
Subjects were instructed to notify us when they had the
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S,

Fig. 3: Subject wearing the wireless EEG headset.

impression that a recording was biased or when they had
difficulties to concentrate. This was done to minimize noise
in the training data and bias towards non-intended effects.

4.2 Evaluation setup

We use 4-fold cross validation to assess the performance
of the baseline and task-specific authentication scenarios.
We form cross-validation partitions so that each partition
contains data from exactly one task. Hence, during cross
validation, classifiers are trained with data of all but one task
and tested with data of the left out task. For each fold, a
binary classifier was trained for each test subject, based on
scenario requirements as described in Section 3.4. Then,
we gave each of the signals in the test set to all classifiers to
classify as either positive (access granted) or negative (access
rejected). For a sample of this specific subject, positive
prediction from the classifier counted as true acceptance and
negative prediction as false rejection. Similarly, provided a
sample of a different subject was considered as negative
prediction (true rejection) and else a false acceptance.

In authentication, false acceptance is considered the
most harmful error type. In our case, a prediction was de-
termined positive if the classifier assigned a probability of
greater than 0.5 for the signal belonging to the positive class.

In evaluating the task-agnostic scenario, data from each
task was used as test data while the other two tasks were
used as training data. Otherwise, the evaluation process of
this scenario was identical to the other two authentication
scenarios. In measuring the performance of our model in
authentication scenarios, we computed the false acceptance
rate (FAR), false rejection rate (FRR), and half total error rate
(HTER). FAR measures the fraction of times an impostor has
been granted access as another subject. FRR is defined as the
fraction of times a legitimate subject has been denied access.
Those rates indicate the probability of incorrectly accepting
or rejecting samples for the positive and the negative classes,
independently of the possibly unknown frequency of samples
of both classes in real authentication situations. HTER is
the mean of FAR and FRR. The error rates were measured

individually for each task in each scenario. Also, in task
classification, we performed a 4-fold cross validation for
each test subject separately. The predicted and actual task
labels were recorded and combined over all folds and test
subjects. We computed an accuracy score for the classifier
and produced a confusion matrix using this information.

A commonality of all authentication and task classifica-
tion scenarios is that by performing cross validation as stated
above, the positive and negative classes are unbalanced, with
the positive class (device owner, selected task) always being
smaller than the negative class (attackers, other task). As
training a classifier with unbalanced data has a tendency to
generate a classifier preferring the bigger class, the class dis-
tribution was equalized using oversampling of the positive
class. Thereby, instances of the positive class were used re-
peatedly, until both classes were of equal size. This proved
to improve classification accuracy for all classification sce-
narios.

For the implementation we relied on the scikit-learn
Python library [29].

5. Results

The error rates in the baseline scenario (see Table 3a) are
comparable to related work in the field, suggesting that our
method proves the concept of a low-cost, mobile, single-
electrode based EEG authentication. False acceptance rates
do not vary greatly between tasks. In the rest task, the
amount of false rejections is noticeably higher (0.311) than
in the other two tasks (0.269, 0.252).

In comparison, in the task-agnostic scenario (see Ta-
ble 3b), results indicate that the false acceptance rates for
all tasks are lower when compared to the baseline scenario
(0.013-0.017 vs. 0.023-0.031), while false rejection rates of
image and finger tasks are higher (0.313, 0.290 vs. 0.269,
0.252). Results for the rest task show a small improvement
over the baseline scenario in terms of both FAR and FRR
(0.015, 0.265 vs. 0.023, 0.311). This indicates that, though
there are differences in signals produced by the tasks, overall
they are still similar enough to be used interchangeably in
training and authentication situations.

In the task-specific scenario (see Table 3c), we observe
a decrease in false acceptances (to 0.004-0.007), but also
proportionally bigger increased false rejections (to 0.496-
0.576), when comparing to results of the task-agnostic sce-
nario. This is not surprising as the negative class also in-
cludes measurements from the same test subject performing
a different task, which is not the case in the other scenarios.
Results for the task-specific scenario being worse than for the
task-agnostic scenario thereby emphasize that there are sim-
ilarities in EEG signals of the same subject across different
EEG tasks.

Results for task classification indicate that identifying
the task that is underlying a given EEG signal is possible
(see Figure 4 and Table 3d). Overall, correctly identifying
tasks was possible with an accuracy of 0.562. Identifying the
rest task appears to be a little more difficult than identifying
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Table 3: Task-agnostic and task-specific authentication.
(a) Baseline authentication (b) Task-agnostic authentication

Task | FAR FRR HTER Task ‘ FAR FRR HTER
rest |0.023 0311 0.166 rest | 0.015 0.265 0.140
image | 0.025 0.269 0.147 image | 0.013 0.313 0.163
finger | 0.031 0.252 0.141 finger | 0.017 0.290 0.154

(c) Task-specific authentication

Task | FAR FRR HTER Task ‘Precision Recall Accuracy
rest | 0.006 0.576 0.291 rest | 0.548 0.515 0.698
image | 0.004 0.522 0.263 image| 0.543 0.567 0.693
finger | 0.007 0.496 0.252 finger| 0.594 0.603 0.733

(d) Confusion of task classification

Task classification
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Fig. 4: Confusion matrix for task classification.

the other two tasks, as it is frequently identified as thinking
about an image, similar to the image task. In comparison
to the rest and image tasks, the finger task achieved better
results, hence seems more distinguishable from other tasks.
This also aligns with intuition about the rest and image tasks
being more similar to each other than to the finger task.
Another reason why identifying the finger task is possible
with higher accuracy is that test subjects were able to produce
more consistent signals in this task, due to it being more
structured by using a rhythmic movement.

To conclude, our task-agnostic results indicate that le-
gitimate users would be denied access in between 13 to 17
out of 1000 times, while attackers would be allowed access
in about 265 to 313 times out of 1000 times. This indicates
that users do not seem to be required to train all those EEG
tasks they later plan on using for authentication. This would
furthermore allow for EEG training to become less obtru-
sive in comparison to users being required to train all tasks.
In addition, even with using low-cost hardware and training
the system with EEG data in a task-agnostic way, attackers
are denied access in at least 68% from EEG alone. For this
reason, these results indicate that EEG authentication can
be utilized in multi-modal authentication for modern mo-
bile devices, such as in the CORMORANT framework [30].
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Multi-modal mobile authentication thereby incorporates a
wide range of diverse authentication approaches (cf. [31],
[32]), including biometrics, to cover a large body of au-
thentication situations. It can thereby achieve unobtrusive
authentication, as users can utilize the one approach that
suits a given situation best [33]-[35]. While our our results
indicate that EEG can contribute as another biometric au-
thentication approach to such combinations — by lowering
success chances of attacks without significantly impeding
legitimate access also in task-agnostic scenarios — an eval-
uation of the corresponding biometric fusion with further
authentication approaches is left for future work.

6. Discussion

With biometrics, more subjects will naturally add further
noise. With EEG it is still an open question to investigate
the size of the password space of EEG based authentication
approaches. As we do not address this important aspect in
our research this point remains open for future research.

In addition to the approach outlined in section 3, we
also investigated further concepts. However, in preliminary
experiments those turned out to not contribute to improving
authentication and task recognition performance, hence are
not used in the presented approach. For filtering sensed raw
EEG data we investigated single-channel independent com-
ponent analysis (SCICA). SCICA is a method to extract inde-
pendent components from time series data, such as raw EEG
signals [36], [37]. However, in preliminary experiments on
our data, filtering the sensed EEG signal using SCICA did
not improve authentication results, so that we disregard it in
the processing. Besides using power spectrum and MFCC
features, in preliminary experiments we also utilized autore-
gressive (AR) models, wavelet decomposition, and power
spectral entropy (PSE). With AR models fitted to the raw
EEG signal data as in [18], we then used the determined
model parameter values as features. With wavelet decom-
position we utilized the Debauchies family of wavelets and
extracted coefficients and energies as in [38] for each wavelet
decomposition level. The PSE values were computed from
the extracted frequency power spectrum bins, by first calcu-
lating the power spectral density and then further the PSE for
each bin, as proposed in [39]. However, none of those fea-
tures contributed to improved authentication results, which
is why the presented processing relies only on a combination
of frequency power spectrum features and MFCC features.

7. Conclusions

In this paper we investigated the impact, different tasks and
settings have on mobile EEG authentication. We used a
low-cost, single-electrode EEG-device to capture EEG sig-
nals and have presented a multi-step processing to perform
EEG authentication. We collected a dataset of 27 users in
a realistic live authentication scenario. In our evaluation
we have investigated the effects three tasks have on subse-
quent authentication. The evaluation included a baseline,
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a task-agnostic, a task-specific, as well as a task classifi-
cation scenario. We also compared which of our results
align with performance of previous research. Results for the
task-specific scenario indicate that EEG signals of different
tasks contain sufficient information about users, hence suffi-
cient similarity within users, to allow for user authentication
across tasks to some extent. Additionally, in task classifica-
tion we tested for distinguishability of EEG tasks. Results
indicate that the task underlying a given EEG signal can as
well be identified correctly.

Future work should investigate a wider variety of dif-
ferent EEG tasks. Our evaluation results for task recognition
indicate that it is possible to distinguish different tasks from a
given EEG signal alone. However, further verification would
require a larger amount of samples within each task. Future
work should therefore investigate whether a larger variety of
tasks with a larger sample size within each task is still well
distinguishable. Tasks might also involve physical activity,
include background noise, or allow subjects to open their
eyes. Furthermore, in our evaluation we noticed that the
authentication error slightly increased when adding new test
subjects, which could indicate an overlap of subjects in the
chosen feature space. Future work should therefore investi-
gate the password space for EEG-based authentication and
whether a larger amount of test subject is able to address this
effect.
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